
Dr. Ahmet Koltuksuz           Dr. Ahmet Koltuksuz           Dr. Ahmet Koltuksuz           Dr. Ahmet Koltuksuz           

authenticity

non-repudiation

integrity

availability

timeliness

continuity

secrecy

objectivity

readability

consistency

redundancy

completeness reliability

relevancy

accuracy

precision

measurableaccessibility

AttributesAttributesAttributesAttributes totototo ProtectProtectProtectProtect andandandand////orororor totototo AttackAttackAttackAttack
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AttackingAttackingAttackingAttacking toolstoolstoolstools

Espionage &
Spying

Sabotage

Deception

Eavesdropping

Network 
sniffing

Agent
recruitment

Hacking / Cracking

Password
cracking

Open Source
Intelligence

Denial of a service

Viruses, worms, logic
bombs, trojans

Perception
management

Data/Info
modification

IP Spoofing,
session hijacking

Spam/Fake
e-mail

Social
engineering

Distributed denial of a 
service

Malware enfected web 
sites

Unexplained network 
activity

phishing

Information 
blockers
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Attack Attack Attack Attack ClassificationClassificationClassificationClassification

Attacks to Data/Information Security: 

Cryptanalysis

Attacks to OS – Inject backdoors thru

infiltration and/or virus carrying worms

Attacks to Network services: DOS-DDOS 

& many others
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Attack Attack Attack Attack ClassificationClassificationClassificationClassification

Attacks to Databases: SQL injections

Attacks to Application Software: Viruses & 

Worms and their combination in any form 

thereof

Coding Security: Backdoors, trap doors

Attacks to users: Social Engineering


