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eneral Vulnerabilities

® Use of the same operating system




Firewalls

® Permits or denies network transmissions based upon a set of
rules.
® Internal traffic is not seen by the firewall.
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Demilitarized Zone (DMZ)

® Connections from the internal and the external network to the
DMZ are permltted whlle connectlons from the DMZ are only
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Demilitarized Zone (DMZ)

This allows the DMZ's hosts to provide services to both the
internal and external network while protecting the internal
network in case intruders compromise a host in the DMZ.
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Software Firewall

Software loaded on a PC that performs a firewall

function. Protects ONLY that computer There are

many commercially available software firewall

_products After Ioadlng on a PC |t may have to be S P .
~ configured correctly in order to perform optimal ‘ S - S [T R

Many operating systems contain a built-in software

firewall.




Hardware Firewall

Hardware device located between the Internet
and a PC (or PCs) that performs a firewall
function Protects ALL of the computers that it
- is behindMany have a subnet region of lesser @-.‘
ecuri cy protection called a Demilitarized Zone
MVAR




Hardware Firewall

May perform Network Address Translation
(NAT) which provides hosts behind the
firewall with addresses in the "private
address range”. This functionality hides true
addresses of protected hosts and makes
them harder to target.There are several
commercially available hardware firewall
products. After installation, it may have to be
configured correctly in order to perform
optimally.
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Firewall Configuration

®Self-learning - some software firewalls will prompt the user as
connection attempts occur (in-bound and out-bound) and ask for
permission.

® Some require subscription to White/Black Lists.

1'Many requwe (or can also be conf' gured) that aIIowabIe ports and/or
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Firewall Issues

Some firewalls can also help protect against other problems such as
viruses, spam, etc.

However, just because you have a firewall, don’ t believe you are
fully protected against malware.

o .Flrewalls CAN NOT protect agalnst traff' ic or software that does
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Antivirus

Prevents, detects and removes malware.
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Antivirus Strategies

® Signature-based detection involves searching for known patterns of
data within executable code.

However:

® itis possible for a computer to be infected with new malware for

which no signature is yet known.
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Antivirus Drawbacks

Impair a computer's performance.




Virtual Private Networks

Secure link between two private networks.

The network is virtual because data are tunneled through a
public network, emulating a logical point-to-point
connection.
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IPSecurity

Internet
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Office1 Office 2

Public:192.168.90.1/24 Public:192.168.80.1/24
L::cal:; 10.1.202.1/24 Local: 10.1.101.1/24

Workstation1

Workstation 4
10.1.202.2/24 Workstation 2 _ 10.1.101.4724
10.1.202.3/24 Workstation 3
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IPSecurity

® Should achieve the following:

® Disallow links to un-trusted sites.




IP Security Overview

Applications of IPSec...

® Secure branch office connectivity over the Internet: a
company can build a secure private virtual network
‘over the Internet or over a publlc WAN
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IP Security Overview

Applications of IPSec...

® Establsihing extranet and intranet connectivity with
partnerS° can be used to establish secure
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IP Security Overview

|IPSec can encrypt and authenticate all traffic at IP
level.




An |P Security Overview

® Suppose an organization maintains LANSs.
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® At several dispersed locations.
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IP Security Scenario

User system
with [PSec

Public (Internet)
or Private
Network

Networking device
with IPSec

[— . Working de\’ice
with IPSec

P
Payload




IP Security Overview

Benefits of IPSec

® Transparent to applications (below transport layer
(TCP, UDP).

i S No need to change software on end systems O,
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IPSec Services

IPSec uses two protocols to provide security:

- P - I £

® Authentication Header (AH): an authentication protocol.
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IPSec Services

® Access Control

® Data integrity

® Data origin authentication




Transport vs. Tunnel Mode

AH and ESP support two modes:

®Transport and tunnel.
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Transport vs. Tunnel Mode

Tunnel Mode:

®Provides protection to the entire IP packet.




Transport vs. Tunnel Mode

Transport Mode SA | Tunnel Mode SA

Authenticates IP payload and | Authenticates entire inner
AH selected portions of IP header IP packet plus selected
and |IPv6 extension headers | portions of outer IP header

Encrypts IP payload and an
ESP YP pay Y

Pz as st it i Encrypts inner |IP packet

: Encrypts IP payload and any :
ESP with Pl Encrypts inner IP packet.

% : A e T Authenticates inner IP
authentication vl 'Ca”ish |:Iayoa el s packet.
eader




Wireless Networks
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WEP (Wired Equivalent Privacy)

® WEP is an old standard from 1999 which was outdated
in 2003 by WPA.
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WPA-WPA2

WPA Enhanced security over the older WEP protocol.
WPA2 replaces the TKIP encryption protocol with CCMP (AES) to
provide additional security and uses a 256 bit key.




Encryption protocols

® TKIP: The RC4 stream cipher is used with a 128-bit per-
packet key, meaning that it dynamically generates a new
key for each packet.
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Intrusion Detection Systems

® An intrusion can generally be described as the act of




Intrusion and Intrusion
Detection

Intruders may be from outside the network or legitimate
~ users of t
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Different ways to intrude

® Buffer overflows




Intrusion Detection
Systems (IDS)

Intrusion Detection Systems look for attack S|gnatures
cific patterns th.
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Intrusion Detection
Systems (IDS)

Different ways of classifying an IDS

IDS based on




Anomaly based IDS

This IDS models the normal usage of the network as a
noise characterization.

Anything distinct from the noise is assumed to be an
Intrusion activity.
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Drawbacks of Anomaly
detection IDS

® Assumes that intrusions will be accompanied by




Signature based IDS

® This IDS possess an attacked description that can be
matched to sensed attack manifestations.

2 The questlon of what mformatlon is releyant to an IDS
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Signature based IDS

ID system is programmed to interpret a certain series of
packets, or a certain piece of data contained in those
packets,as an attack. For example, an IDS that watches
web servers might be programmed to look for the string
“phf” as an indicator of a CGIl program attack.

Most signature analysis systems are based off of simple
pattern matching algorithms. In most cases, the IDS
simply looks for a sub string within a stream of data
carried by network packets. When it finds this sub string
(for example, the ""phf' in ""GET /cgi-bin/phf?"), it
identifies those network packets as vehicles of an attack.



Drawbacks of Signature
based IDS

® They are unable to detect novel attacks.

® Suffer from false alarms.



Host/Applications based
IDN

® The host operating system or the application logs in the
audit information.
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Drawbacks of the host
based IDS

® The kind of information needed to be logged in is a
matter of experience.

® Unselective logging of messages may greatly increase the
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Strengths of the host based
IDS

® Attack verification.

® System specific activity.




Stack based IDS

® They are integrated closely with the TCP/IP stack,
allowing packets to be watched as they traverse their
way up the OSI layers.
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Network based IDS

® This IDS looks for attack signatures in network traffic via
a promiscuous interface.

QoA flter is usually applled to determlne which traff‘c W|II
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Strengths of Network
based IDS

® Cost of ownership reduced




Future of IDS

® To integrate the network and host based IDS for better
detection.




Attack Scenarios and
Countermeasures




Information Gathering

Attackers usually start with port scanning. After that they use
banner grabbing and enumeration to detect device types and to
determine operating system and application versions. With this
iInformation, an attacker can attack known vulnerabilities that
may not be updated with security patches.

Configure routers to restrict their responses to footprinting
requests.

Configure operating systems that host network software (for
example, software firewalls) to prevent footprinting by disabling
unused protocols and unnecessary ports.




Sniffing or Eavesdropping

Sniffing or eavesdropping is a network attack consisting of
capturing packets from the network transmitted by other
computers and reading the data content in search of sensitive
iInformation like passwords or any kind of confidential
information.
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Sniffing or Eavesdropping
Attack Example

ID : Victim1;
assword : Secret,

File Server
1D : Victim1;

Password : Secret;
ID : Victim1; \ o
Password : Secret; ~ 3 &
/ HUB Web Server
.é...'__,'-' o

Database Server




Spoofing

Is a means to hide one's true identity on the network. To create
a spoofed identity, an attacker uses a fake source address that
does not represent the actual address of the packet. Spoofing
may be used to hide the original source of an attack.

Filter incoming packets that appear to come from an internal IP
address at your perimeter.

Filter outgoing packets that appear to originate from an invalid
local IP address.



Spoofing Attack Example

www.mybank.com
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Attacker Fake Site




Session Hijacking (man in
the middle attack)

It decelives a server or a client into accepting the upstream host
as the actual legitimate host. Instead the upstream host is an
attacker's host that is manipulating the network so the
attacker's host appears to be the desired destination.

Use encrypted session negotiation.
Use encrypted communication channels.

Stay informed of platform patches to fix TCP/IP vulnerabilities,
such as predictable packet sequences.




Man In The Middle Attack

Web Server

MITM
Connection




Denial of Service (DoY)
Attack

®Denial of service denies legitimate users access to a server or
services.




Example of master slave DDoS
attack

slave
zombies

master
zombies

attac_lﬂger

-

-
—
p—




Example of master-slave-reflector
DDoS attack

non-zombie
reflectors

slave
zombies

master
zombies

attacker

1




DDos Attacks
Countermeasures

® Apply the latest service packs.

® Harden the TCP/IP stack by applying the appropriate
registry settings to increase the size of the TCP

connection queue, decrease the connection

establishment period, and empty dynamic backlog
mechanisms to ensure that the connection is never
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DDos Attacks
Countermeasures

® Backup system

® Monitoring system




.A“,,\;,_.i;_‘,connecj;ed and exchanglng mformatlon

" be aware about possible threats and attacks.

CONCLUSIONS

Attackers (Hackers) will always try to find new ways to harm our
systems, but on the other side, there is continuous struggle from
Network and Internet security personnel to stop them.

Users should be more careful when using network devices
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