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What is the Hague Conference?

o Intergovernmental organisation -
dating back to 1893

Oldest international organisation
in The Hague - only one

with a legislative function

(i.e., not a court of tribunal)

o Working for the progressive unification of the
rules of private international law (the road signs
showing the way in cross-border situations)
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What does the Hague Conference do?

o Develops international treaties known as the
“"Hague Conventions”
- 38 Hague Conventions in the following areas:

International protection of children, family & property
relations

International legal co-operation (e.g.,
the Apostille Convention) & litigation

International commercial & finance law

> Provides a range of
post-Convention Services




/2 Members (71 States and the EU)
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140 “connected” States

Non-Member States that have (®) signed, ratified
or acceded to at least one Hague Convention
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The Hague Convention of
5 October 1961
Abolishing the Requirement of
Legalisation for Foreign Public
Documents

(Apostille Convention)



Production of public documents abroad
the Apostille Convention
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Production of public documents abroad
the Apostille Convention
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103 Contracting States...




. and many others considering joining (")
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/ I+l
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_
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Chile raraguay  partner States of the
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Lasting Success

Most widely ratified/acceded to of all the Hague
Conventions

120 -

Almost 40 new
Contracting States

since 2000 -
(increase of >37%) 0

100 -

D

40 -

2/5 of the current
Contracting States
have joined in the
last 25 years

20 -

0
1970 1980 1990 2000 2012

Most widely applied Hague Convention
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So, why the e-APP?

o Convention must keep pace with e-Government
initiatives and developments in order to remain
relevant to Governments and users (individuals
and business that need to produce public
documents abroad)

More and more public documents are executed in
electronic format (incl. e-notarial acts)

2003 Special Commission on the practical operation of
Apostille Convention acknowledged that the Convention
operates in an environment which is subject to
important technical developments

2003 Special Commission also noted that the spirit and
letter of the Apostille Convention are not obstacles to
the use of modern technology and that its operation can
be further improved by relying on such technologies
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o

Launch of the e-APP

In 2006, the Hague Conference, in co-operation
with the National Notary Association of the
United States of America, launched:

2012
electronic Apostille Program

In view of the subsequent success of the e-APP,
the name was changed in January 2012 to simply
the “electronic Apostille Program”
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The two components of the e-APP

Issuance of Apostilles Operation of Apostille

in electronic format, registers in electronic
with a digital format than can be
certificate accessed online to

verify the origin of
paper and e-Apostilles
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Advantages of the e-APP

More secure

. appropriate use of a digital certificate provides greater
certainty as to the origin of the Apostille in question
(that it was indeed issued by the CA)

. e-Apostilles are more securely “attached” to the
underlying public document

. e-Apostilles evidence attempts to tamper with the
Apostille and/or underlying document (the e-Apostille is
automatically rendered “invalid”)

. e-Registers facilitate more frequent verification of the
origin of Apostilles (both paper Apostilles and
e-Apostilles)
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Advantages of the e-APP

More efficient

. In an electronic environment, requests for Apostilles can
be made online (and thus without need for human
interface), Apostilles can be sent to the applicant online
(e.g., by email, or through a secure site)

. System for issuing e-Apostilles may be integrated into
an electronic signature database so that the origin of an
underlying document may be verified with one click

. e-Register means no more direct dealing with recipients
of Apostilles (or time wasted in the archive room)

Possibility to have one central e-Register for multiple
CAs across the country

Maintaining a centralised e-Register facilitates access to
statistics on the issuance of Apostilles
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Advantages of the e-APP

Flexible

. e-Apostilles and e-Register may be implemented

independently of each other (i.e. not necessarily at the same
time)

. Additional possibility first to issue e-Apostilles only for public
documents executed electronically — then also issue e-
Apostilles for paper docs in second stage

. CAs are free to adopt a technical solution that best suits their
legal and IT environment (i.e., no technical solution is
imposed)

Straightforward
. Not complicated and not necessarily expensive
. Easy to use

A green program

. The e-APP allows CAs to reduce their paper consumption

foo T eetl



Status of the e-APP (I of II)

PP e-Apostilles e-Register
States Competent AUthorlty(les) (implementation date) (implementation date)
Andorra Ministry of Foreign Affairs July 2009
Belgium Ministry of Foreign Affairs October 2007
Bulgaria Ministry of Justice November 2008
. . . . Colombia provides print-outs
Colombia Ministry of Foreign Affairs October 2007 October 2007 of e-Apostilles.
Costa Rica Ministry of Foreign Affairs December 2011
Operational
Dominican L . . [implementation The implementation of the e-Register is
Republic Ministry of Foreign Affairs date to be not yet fully e-APP compatible.
confirmed]
. Ministry of Justice
Cizorg (including 7 Regional Offices) July 2009
Mexico Ministry of Interior February 2010
New Zealand Department of Internal Affairs May 2009 April 2010
Ministry of Foreign Affairs
S (including 7 Regional Offices) October 2010
Republic of

Ministry of Justice January 2009

Moldova




States

Status of the e-APP (II of II)

Competent Authority(ies)

e-Apostilles
(implementation date)

e-Register
(implementation date)

83 executive bodies of constituent

The e-Register records all Apostilles
issued for education documents,

Russian Federation entities ("federal subjec_ts") of the April 2012 academic degrees and titles executed
Russian Federation by the Government of the RF.
Murcia had already implemented the e-
Apostille component in November
2008. A nationwide implementation of
. 43 judicial and administrative the e-Apostille component was
=zelin Competent Authorities May 2011 May 2011 completed in May 2011.
Central e-Register used by all
Competent Authorities under the
purview of the Ministry of Justice.
California - Secretary of State December 2010
Colorado - Secretary of State April 2011
Kansas - Secretary of State February 2007
— The implementation of the e-Register is
North Carolina - Secretary of State June 2010 not yet fully e-APP compatible.
USA

Rhode Island - Secretary of State

February 2007

Texas - Secretary of State

November 2008

The e-Register only records Apostilles
issued by the Corporations Section of
the Secretary of State.

Washington - Secretary of State

September 2011

The implementation of the e-Register is
not yet fully e-APP compatible.

West Virginia - Secretary of State

February 2011

P
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Further information

o Visit the “Apostille Section” of the
Hague Conference website...

O www.hcch.net
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http://www.hcch.net/index_en.php?act=text.display&tid=37

A closer look at the
e-Apostille component
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Executed in
electronic
format

STATE OF EXECUTION

STATE OF PRODUCTION

The e-Apostille component

LA AR L A LB L AL L L L)

Public
Document

executed in State
of execution

TsecERERNERESRRERER O

Public
Document

SIMPLIFIED

PROCESS UNDER
THE APOSTILLE
CONVENTION
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Example

o Apostille is completed on a
computer and saved electronically

o Apostille file and the file containing the electronic
public document are merged (single PDF)

o The official electronically S
signs the e-Apostille using =
a digital certificate obtalned
from a commercial :

certificate authority BT ]
— _f"' Place Signature L

Apply Ink Signature

‘@ Certify with Visible Signature i

Certify without Yisible Signature

ES New Zealand
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Example
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(0]

(o]

(o]

(o]

Main Advantages (NZ model)

Certificate trusted in Adobe Reader 6.0+
Works with all main browsers
Verifiable offline & online

Verifiable post expiry due to:
Integrated Timestamp
Integrated Revocation Status
Integrated Certificate Chain
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Paper Apostilles vs e-Apostilles

Paper Apostille e-Apostille z
Z Adobe

New Zealand
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Ubiquity of PDF and digital certificates

o Good enough for the US President...

o CDOC 112tdock, pdf - Adobe Acrobat Pra X
Ne Eck Vew Dooument Commerts Foms Took Advenced Window Mol x

-_};_]mtcx- 0 w' 1 Show ~

? Certified by Superintendent of Documents <pkisupport@gpo.gov, United States Gavernment Printing Office, certificate issued by YeriSign Ca for Adobe CDS. [ﬁ Signature Panel
=
oY - i
3 A
MESSAGE
yROM

THE PRESIDENT OF THE UNITED STATES
=
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Paper Apostilles

£2140 APOSTILLE % ANOCTMNL
" (CONVENTION DE LA HAYE DU 5 OCTOBRE 1961
.3 FAAMCKAR KOHBEHLIMA OT 5 OKTABPA 1961 1)

1. PECNYSIMKA BENAPYCh
HACTORAWMA O@WMb))lblﬁ ROKYMENT

2 NOANMCAH of Y. M-LM ——t——
(Davunms)
3. BoICTYNAIOLUMM 8 uuecns
% (AMmMNOCT )

N OO0 AW Ui MLy

C.annnmnouwmounw /L%u(“"c’%u,f'/l Rel
(owu..aar..nuu#.u;uu yupemacsn)
OiL oup &,"f(/k AL \/r SIWFOLULLY el ,uvful
</ (/

YAOCTOBEPEHO AN 70
5 B rOPORE Mossgas . 08 ANP 2010
r NEMYKOB H.JI. S-NCEKPETAPE™
(GUMHINR, ROIKHOCTL)
IMABHOTC XOHCYNLCXOrD YNpPasneHus

Ta undpamn)

W WHOCTpaiHLIX AN PecnyGnviot Scnlpycb
yaoe oprana)

m m'm

N

Before...

vs e-Apostilles

APOSTILLE
{Convention de La Haye du 5 octobre 1961)

Tspain

CauntryPeys

B presente documento publico
Thiz publc documertiLs presert acte publc

2. ha sido firmado por ACOSTA CARCIA, AOZARG MARIA
res beer spred by
& €% Sgne por

3. quien actua en calidad de OSSTON PROCESAL
aTTING (N the capecity of

spasent en gqueite de
Ly wta revestido del sello T BmBre | neoirran oy cenTRS

bears the sesl / samp of

et revity du sceey / timbee de

Cerntificado
Certifies/Astezee
T en SAOND 6. el dia 108011
e thels
7. por | ie7a DE NEBOCIADO
bylpor
8. bajo el numero
Niseuz rd
5. Sello / timbra: 10. Flrma: - 2
Sesl | samp Sgneture F‘rma V da
Sceeu [ tmmbre Sgnature o S
[E s corvdics u de 13 firma, &3 catdad en gee of signatane del decumente

hays sctusde v, en su cace s identidad def sello = tmbrs del que of documents publice xte revestide

E2t3 Apocnilla 0o cort®ic3 ¢l contenido del Jocuments para of Cudl ce wepidie
612 Ap0st A se puede veirliiar on Lo Sveciia guiente NTTps | Sede Mmiuiteia gob esereginter

Codge de vertficacion de s Apostilla 1) A7 Leoli-yhps-yilUd-dpad

after



Small steps

o Paper Apostilles likely to remain with us for a
while, in particular for paper public documents

- However, this should not
prevent CAs from adopting
new technologies, such as
the use of QR codes to
facilitate Apostille verification
In e-Register

This public document

To verify the issuance of this

Apostille, simply scan the code:
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https://www.secretary.state.nc.us/verification/thepage.aspx

A closer look at the
e-Register component
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STATE OF EXECUTION

STATE OF PRODUCTION

The e-Register component

LA AR A R A R R L L)

Public
Document

executed in State
of execution

TeecERERNERESRRRERERON

Public
Document

APOSTILLE issued by
Competent Authority

1‘.'..
in State of execution

Verification of

APOSTILLE using
eegwter kept by

Competent

Authority

SIMPLIFIED
PROCESS UNDER
THE APOSTILLE
CONVENTION
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The e-Register component




The e-Register component

o Accessible online (typically part of CA’s webpage)

> To avoid misuse, an e-Register should only be of
use to persons who have actually received an
Apostille and want to verify its issuance (no
“fishing expeditions”)
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Security

o For additional security, several CAs secure their
e-Register so as to:

provide a secure connection between the e-Register
(server) and the user’s computer (SSL certificate)

provide users with assurance that they are actually
communicating with the CA in question (extended
validation (EV) SSL certificate)

» Use of extended validation (EV) SSL certificate,
or similar technology, is part of best practices
and recommended under the e-APP
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Security

No SSL certificate

- Mozilla Firefox H m
Yow Higory Bockearks Tocls Help
o (0

LA dplomatie be > || 1§+ uble document o

This web site does not supply identity information. .

Your connection to this web site is not encrypted.

More Information...

Sewr | Dew |

|
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Securi

No SSL certificate

I(AIION Y APOGHIH OF DO(UMI*NIQ TO BE PRESENT

ABROAD - Mozilla Firefox

porermmient b e A , \ -l ;"

_ This web site does not supply identity information.
JA1T
Your connection to this web site is not encrypted.

\ More Information... I

notanes ooy

1 ZoWt ¥ ST Saued by M

S3t name and samane

aurt which tus wwoed £

Authonzations concermng deposng of resl sntatex which arw attestas by maynes and secretares of
BRSPS M N0l MgECt B CahiCaton by Aloatts

The So0smres with 2p0stile apohed 00 Than may e chtaned from 113 ", o 1200 am witren
theee woekang doye fion the pressntation theresf n the Mirstry of Jatice, and ahers ther martser
entaeds 30 - aftar S Aovleng Syh

Docummets an which Aparife and 4 code have been apphed: DoszzEEcccoos Could be cheched

ukl‘-. [_

- 'r.....;‘h Las

et serese

Decumenty far certibeation by Aportis are accepies upon preswntabon of a docurestary ool of
STAVE AUty ITWONTNg 10 8GN 500 P30 and NS THMes 16 T ACCHuNT of I Mty of Jstice

1Al pccount:  DEDEREG 66530001731

8 BaLcso

Bulgaria

el




Security

Some other e-Registers with no SSL certificate

I*I Moldova | [ http://apostila.gov.md/en/start/ -]
- Russia | [ http://apostille.obrnadzor.gov.ru/ - C"]
]

Costa Rica | (3 http://www.rree.go.cr/index.php?sec=servicios al publico&cat=servicios en linea&cont=726 - C"]
I

-a- ini -
] Domin I_Ca n | & http://www.serex.gov.do/index.php?option=com_wrapper&view=wrapper&Itemid=71 - c |
Republic

[ =f USA

s (California)

| @ http://www.s0s.ca.gov/business/notary/apostille-search/ - eJ
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Security

Some other websites with no SSL certificate...!

% impl_chrt_e.pdf (application/pdf Object) - Mozilla Firefox =[]
Ele Bt Yen Mgtoy fockmads ool Heb
el _dhit_e paf (apploston |-
U hech, net i ~
23 ThiN Wl S118 (oed B0t SUDBIy Maetty Idcrmatiom: | e ’

W e Your comection to this web site Is oot encrysted

Moo Tréoematon I

M= . pun Lappeaaony o

= [ = ]http:f,fwww.hcch.netfuplnadfimpl_chrt_e.pdf

This web site does not supply identity information.

Your connection to this web site is not encrypted.

More Information...

e Hague Conference
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Security

SSL certificate, or “https:”

irefox
W Mgtory Bookmads Tnol  Het

rlanguage=CAT (4
'S o xyvw 1t 3 goreern ad

Pty

Vi

You are connected to
govern.ad

which is run by
(unknown)

Verified by: GeoTrust, Inc.
e

. Your connection to this web site is
encrypted to prevent eavesdropping.

More Information

II Andorra

BEE

o E 3 |
e e i G et |
YRt S 1domey
P e i gowerR od ‘
(e Thes wedi afte does st sagaply memecsditg weheor st s

el b Genlred, Inc

gow Cotiaee| |
{
Prvsacy & riatry
Mave [ inptmd ey wnts wde tefore e You, 5 Dines |
1 Ben v whe MO W) Wb melon [Louder) wn mey . :
e o s Cocp | ‘
i | Gt 3ty paaanoi S Vs Dus sels W) [ R R

TecTreca Twtahy

Crowen tion §noypled: High grade Fnoyption [NNS 106 CDC, 168 Mt keys)

THE JOPE /Ou BT ARG MR €000 SR DN TETETNG Cuer She DTtoowt

ENTEOCT WiRes ¥ rery IRCH 15T SEUMGTZe DEgee N vite IRTTHIROS TRAG Detueen
T e N n ereirre vy anibel; g eyEre cead thi Do = A Tiveed 3o the SO
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Security

SSL certificate, or “https:”

& de Apostilla - Mozilla Firefox
v Hgtory  Bookmarks - Tools - Help

aouttln ‘ -

You are connected to
cancilleria.gov.co
which is run by
(unknown)

You have added a security exception
for this site.

Your connection to this web site is
encrypted to prevent eavesdropping.

More Information.. | o FIDF (Adoba. 18D ohoeh

T DODST BUUSTES YDA 18 PNTTBT 0 Beck & aliin,

e ST

LT ———— x|

s B i I8 |

oo
(ret, ‘e L3eaT,
o she tr ot e oo Bheria goe o0
Owret Th wrd stte does 0ot waply owmership indormation
Velel v Thawts, .

s (attogte
Poewy N Avary |
Have 1 V] B s o0 Letors tode, You, 4 Uines |
I3 Miry wwd Wiy tormy il rainm (coobae | am mvy ¢
smgate? o e
L R e A R T '™ ey wterd Dgmteor

!

Tee vl Ontahy

{
{
Canmoction § morypted) High geade | ncryption (R4, 120 bt keys) |
The pape pon @ ey wm o \ERed Lefors Leng S3neniming Due Te Dbernet |
Trrigton mame A vy 480N Ly raeBuroed poogie © view sdamgtas S aeimg Detwews rongatery B

W Daretors ey @ idady Bt wvyore Tesd s aje 0 0 S aevied 0T e stk

~Teedl
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Security

Extended validation (EV) SSL certificate

in The Department of Internal Affairs iNZﬂ https://www.dia.govt.nz/web/apostille.nsf/verify?openForm

Apostille
Verification

You are connected to
dia.govt.nz

which is run by

The Department of Internal

Enter the details of the Affairs
Apostille Number: wg:::ﬂg:g: NZ
Apaostille Issue Date: . ’ : Wab St Jdentiy
: Verified by: GlobalSign Web st www.dia.govtag
A . . .. Owner: The Department of Internal Affairs
.- Your connection to this web site is Verfisd by:  GlabalSign
encrypted to prevent eavesdropping.
More Informatic e e
Privecy & Mistory
Have 1 visited iy web site before today? Yes, 5 times
In this web site storing infarmation (coakies) on my
computer? Yes View Cookjes |
Have | saved sy passwords far this web site? No View Saved Passwords
Technics Dutaths
Connection Encrypted: High grade Encryption (RC4, 126 bit keys)
The page you are viswing was encrypled before being transmutied over the Intermet,
Encryption makes it very difficult for unauthorzed peaple B view information traveling betseen cmpotess. It
15 thevefore very uniiety that anyone r¥ad this page as 1 traveled aooss the netwark.

New Zealand

foo T eetl



Security

Secured e-Registers with extended validation SSL

) MRE PERU ,:t. Consulta de Certificacién de Firmas - Mozilla Firefox

Hle Edt View Higory Hockmarks Iooks Help

MRE PERA .1, Consulta de C L)
- e gob pe
L Yoo are connectod to
s
which Is ren by
Ministetio de Relaciones
Fec Exteriores \
Nur Limay, PE | de Firma 1
Verifiod by: GaoTrust Inc po—
Coc & Your cannection to this web ske is K
0 ypted t prevent simesdripping
[More Tnfarmation. |
Ings s S
r

Para cualquier consulta o sugerencia escribanos al correo: cons

Es necesario tener instalado ¢ Adobe Reader en su ordenador para ver

Ministerio de Relaciones Exteriores @ 2010 L

) ”

o E & &

Genera Media  Permissions Se:unl'y
Web Site [dentity

Weds site: apostillaconsulta.rree.gob.pe
Owner;

Ministerio de Relaciones Exteriores
Verfled by GeoTrust Inc

Privacy A History

Haye I visited 04 web site before today? No
Is this web site staring infarmation (cookles) on my Yes
comgnitee?

Have | saved any pasywords far this vab sie? No

Techinical Dstals.

Connection Encrypted: High-grade Encryption (AES-256, 256 bit keys)
The page you: are vinwing wis sncrypled before being transmitted over' the Internet.

mr_emm]
Miew cooipes |

View Cooljes
Viey Saved Passwords

Encryption makes it yery difficult for unauthortzed peaple t view information traveling between computers, It

I therefore very uniisdy that anyone nad this page s it trivsied B0os the network.

Peru

o

A


http://en.wikipedia.org/wiki/File:Flag_of_Peru.svg

Fishing expeditions

o Some e-Registers allow fishing expeditions

User has access to information about Apostilles that
he/she has not received

- Definitely to be avoided

- “Best practice” established by 6t e-APP Forum -
require entry of unique information associated
with an Apostille received:

non-sequential (or otherwise random) number of
Apostille

unique identifier (code)
together with date of issuance

foo T eetl



Fishing expeditions

For example, enter Apostille number and date of
iIssuance

Apostille and Certificate of Authenticity Search

Apostille/Certificate Number |201102012108339

Customer First Name |

Customer Last Name |

Date Printed |020?201!

Omiclal

Official

So far so good

o et



Fishing expeditions

Now enter in just the date of issuance...

£ Home | & Print | & Help

Apostille and Certificate of Authenticity Search

Apostille/Certificate Number

Customer First Name
Customer Last Name

Date Printed 021012011

[Search| Reset|

Customer
Q View Tuestay February 01 2011 ~ 421 PM Apostive 201102012109339 Jutia Barashwina Susan J Scott. Clerk Of The County Commission
Q Viey Tuescay, February 01, 2011 - 313 PM Apostiie 1102011315999 Juila Barashiona Emiee ) Seese Notary
Q View Tuescay, February 01, 2011 - 313 P Apostitie 201102011318219 Jutia Barashiona Emiee J Seese. hotary
« View Tuescay. Februyary 01. 2091 - 302 PM Apostie 201102010252016 Juia Barashwna Gary L.Thompson State Registra
o View Tuesday, Fetirvary 01, 2051 - 1292 P Certificate Of Authenticity CRO102091216417 Chad Ciflora Jennder S Maghan, Clerk of ihe County Commission
W View Tuescay February 01 2001 - 1905 AM Apostitie 201102010553821 Margaret Gson Syvia J Berun Clerk of the County Commission

View Date Type Number Customer Official

o et



Fishing expeditions

... Or just a person’s given name...

Apostifle and Certificate of Authenticity Search

Apostille/Certificate Number

Customer First Name

Customer Last Name
Date Printed

Type Customer

image availen

Kz image svail Fridsy. Aoal 12, 2010 ign
Ko imsge availscie Maonssy 2 =0
e image avallacls Tuescay. Jancary 05, 2010
Yorswy i3 10 T —— L L Nechtis
orcwy. I8 D18 gris Kamonis L L taght
Tuesdsy, November 17, 2005 11170503 Daznsy Colemas Gary L Troma
Kz imsge Octebar 02. 2008 1932050° Radin T Mo
Mo image svailatis Tuessay. Jone 05, 2308 ES0S0E rama Colling Netary

Ko imsge svsilsn Toesday, June 05, 2008

o image availatis 005 Liang Vasenting Siemzalts

. - " -~ Fremnan Lharie ".

¥z image availat 2008 52091 arig Homid \_*I I{L[I
Fn lonmres = b Mau *3 002 L LR -t ane &2 Mergsis 1




Fishing expeditions

... or even just the number 1

Apostilie and Certificate of Authenticity Search

Apostille/Certificate Number

Customer First Name

Customer Last Name

Date Printed

Customer

o
i

VS ITagE 3Nl

VS 1Tage aadalle

vefaoe Pivas Staoey D

g iTage svsiabis 1332

spRet e

tpEI0e

081112 Aok ir arie D C Nextar,
wahkin 2amis U Comall Nct
ek in
Wak b» Jarmis O Comell Netay
Nl
Wak In Jarmie D Cotrall, Notay
naEin
Wak in
Wek i
Wk Iy

¥ I
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Categories of e-Registers

Functionality Category Information displayed

o \\YeSII / \\NOII

\\YeSII / A\Y Noll

Basic

Additional + information on Apostille and/or underlying document
(possibly visual check)

\\YeS" / \\NO"

+ information on Apostille and/or underlying document
(possibly visual check)

Advanced

+ digital verification of Apostille and/or underlying document

o Teedl



Govern d’Andortq

Ministry of Foreign Affairs and Institutional Relations
Verification of apostilles

Language: | English L]

ﬂ; Welcome to the register of apostilles issued in Andorra

Please introduce the register number and click on Search to verify the existence of the
apostille.

—Search by register number

Register number © |0693347450

Date @ |[08/07/20009

[ Search

II ® Andorra




o , -~'
égtt.- Govern d Aﬂdm Ministry of Foreign Affairs and Institutional Relations
s - Results of the search

_‘; Welcome to the register of apostilles issued in Andorra

The apostille with register number 069334745U (08/07/2009) exists in register.

Back to the main page

II ® Andorra




ﬁnpustille ¥Yerifications - Windows Internet Explorer

ﬁ hikkps: | fravaw, dia. govk.nzweb/ apostile. nsfverify*openForm ﬁ The Department of Inkernal AFFairs [ME] | Fa

Apostille
Verification

THE DEPARTMENT OF INTERMAL AFFAIRS

Te Tari Taiwhenua

Enter the details of the Apostille Mumber vau wish to verifi

Apostille Mumber: iExample: 123451 or 36765.12)

[Uze calendar icon to zelect a

Apostille Issue Date: Ll date)

Yerify... |

|D0ne I_I_I_I_I_I_K.} Inkernet | o T | HA00% ~

® New Zealand

foo T eetl



ﬁnpustille ¥Yerifications - Windows Internet Explorer

ﬁ https: [ e, dia.govt.nzfweb)apostille. nsk fverify?openForm ﬁ The Department of Internal AfFairs [NZ] | 74

Apostille
Verification

THE DEPARTMENT OF INTERMNAL AFFAIRS

Te Tari Taiwhenua

Enter the details of the Apostille Mumber wou wish ta verify:

Apostille Mumber: 010351 [Example; 12345.1 or 98766, 12)

[Use calendar icon to select a
date)

I Clear Resultsl

Apostille Issue Date:  05/08/2009 (=

Results
Apostille Murnber: 01035.1
Dispatch Date: 5/087/2009
Signee Mame: Meville Owen Harris
Capacity: Registrar of Companies
Seal Registrar of Companies, Hew Zealand

|D|:une l_l_l_l_l_mlg Inkernet | ¥q | HA00% - o

® New Zealand

foo T eetl



FEDERAL SERVICE FOR SUPERVISION IN EDUCATION AND SCIENCE

.

VERIFICATION OF APOSTILLES, ISSUED IN RUSSIAN FEDERATION AND APPLIED ON DOCUMENTS APPROVING EDUCATION
(QUALIFICATION) OF A PERSON

This page aliows to find and verify information on aposti

s, issued in Russian Federation after January 1, 2011 and applied on documents of the following types: certificates of educ

y state-approved

document type), documents confirming academic degrees [only state-approved document type), documents canfirming academic titles [only state-approved document type). Informat
based on the records registered in the Federsi Da 3, which is created in order 1o fulfill requirements of Rus Federation Government Regulation Act No. 165, dated 11.03.2011

too! is made available for infor

# 14i

t posted or generated by the this verificatio onal purposes only. The Federal Service for Supervision in Education and Stience [Rosobrnadzor) makes no

or implied, regarding the accuracy, adequacy, completeness, legality, reliabiiity or usefulness of any information so provided by this verification tool

Holder's last name * [
Holger’s first name ** [
Apastille registration number * [

Please type the characters you se€ on the image *

Search Clear all

o

e A aae LE e e e e
Data are accurate 35 of 11.06.2012

] ® Russian Federation

o et



MINISTRY OF EDUCATION AND SCIENCE OF THE RUSSIAN FEDERATION

FEDERAL SERVICE FOR SUPERVISION IN EDUCATION AND SCIENCE
ROSOBRNADZOR

SEARCH RESULTS

Data, confirming existence of legally issued apostille with specified characteristics, is FOUND
ChpenneH nedatein/wramnom EOY BNO "AabireAckMia rocy 4apcTBeHHbBIA YHUBEPCUTET

Date of appostille issue 06.07.2011



Consulta de Certificacion de Firmas

Numero de Apostilla/Certificacion de Firma | |

Codigo de Seguridad

Ingrese Codigo de Seguridad |:|

Para cualguier conzulta o sugerencia escribanos al correo: consuftaapostila@rree.gob.pe

[dinisterio de Relaciones Exteriores @ 2010 Lima - Peru

® Peru

foo T eetl


http://en.wikipedia.org/wiki/File:Flag_of_Peru.svg

Resultado de Consulta

Namero de Apostilla

Fecha S 220712011

Autoridad Firmante : Luiza W. Nufiez Navarre
Apostillador . Vargaz Dulanto Hernan

Tipo de Documento . Certificado de Antecedentes Penales

Ver documento Asociado

APOSTILLE
[Convention de |a Haye du 5 octobre 1361)

. Paiz / Country REPUBLICA DEL PERU
El prezente documento plblice / This public document
ha zido firmado per / has been signed by LUISA M. NUNEZ
NAVARRD
. quign actua en calidad de / acting in the capacity

of REGISTRADOR
.y e2td revestido del s2lo / timbre de/ bearz the zeal/ stamp
of PODER JUDICIAL

Certificado | Certified

en/ at SEDE CENTRAL - 6. el/the 22/07/2011
LIMA,
por/ by Minizterio de Relaciones Exteriores
bajo el nimero / N* MRESS4615093151273581
Selloftimbre / Seal'stamp 10. Firma / Signaturs

A ececessirs

Dulanta Hernan

.

L Pa

en .

W oea -l

Serie-08 N° 135943

Para cualyuier conzulta o sugerencia ezcribanes al corree; conzultaapostila@rres.gob.pe

=z3ro tener instzlzdo | Adobe Resder en zu onz

Ministerio de Relaciones Exteriores @ 2010 Lima - Peru

® Peru

foo T eetl


http://en.wikipedia.org/wiki/File:Flag_of_Peru.svg

10:48:58 a.m. Martes 13 de Marzo del 2012 MiWeb ‘WeblMail Contactes Mapa del St |Buscaraqui... | &

Inicio Bienvenidos Ministerio Relaciones Bilaterales Relaciones Multilaterales Politica Exterior BRI GIE TR

Navegacion .
: g i Consultar Apostilla
Servicios en linea
Becas en el exterior Para consultar la apostilla debe utilizar ¢l siguiente fermulario. EI Codigo y la Fecha se especifican en la apostilla: ver ejemple de apostila. Sinecesita mas informacién de comeo
lienar €l formuiario, por favor leer €l siguiente instructive: Instructivo para consultar Apostillas y Legalizaciones.

Blsqueda de Normativa Juridica

*Codigo: | |

Consulta de Instrumentos Juridicos

*Fecha: Dia: I - Seleccionar- ¥ I Mes: I - Seleccionar - X% I Afio: I - Seleccionar - ¥ l
Funcionaries con firma registrada para

otorgamiento de Apostillas y
Legalizaciones

Pasaportes diplomaticos v de servicio W

Visas diplomaticas

ozl

“iri~l¢ri0 e " Inicio | Bienvenidos | Ministerio | Relaciones Bilaterales: Relaciones Multilaterales: Politica Exterior| Servicios al Publico
[ | claciones Exterio sy Culto
—— v rpub(u’a deo “Casta “Nica

nann o

(-10U0 San Jose, |

® Costa Rica

o et




10:51:20 a.m. Martes 12 de Marzo del 2012 Mi-Web WebMail Contactos Mapa del Sitic  |Buscar aqui... I >

@ o
l)IINIS ITERIO

RELACIONES
TERIORES

Inicio Bienvenidos Ministerio Relaciones Bilaterales Relaciones Multilaterales Politica Exterior ESTITTEE TN (W
L

Nave .
gacion Consultar Apostilla
Servicios en linea :
Becas en el exterior Para consultar |a apostilla debe utilizar €l siguiente formularic. El Codigo v la Fecha se especifican en la apestilla: ver eiemplo de apostila. Si necesita mas informacion de cémo

llenar €l formularie, por favor leer €l siguiente instructivo: Instructive para consultar Apestillas y Legalizaciones.
Blsqueda de Normativa Juridica

*Codigo: [CDDJJM3OSML |

Consulta de Instrumentos Juridicos

- ) *Fecha: Dia: l 14 \\7" lMes: I Diciembre [¥| Afio: I 2011 &
Funcicnarios con firma registrada para
otorgamiento de Apostillas y

Legalizaciones

-
opposite
Pasaportes diplomaticos y de servicio M E

Vizas diplomaticas

B: ’l’; @v | @ E S I_ /1 lFmd—v »\olver




-_—0 AP

Ministry of Justice

CERTIFICATION BY APOSTILLE OF DOCUMENTS TO BE PRESENTED ABNOAD

In conformity with the Declacaton of the Republe of Busgana under Article 4, paragraph 1 of the
Hague C nuon of 1961, lesd down in the Law on Ratification of the sald Canvention (published
SG No. 42/09.00.2000), the Miniatry of Justice certifies by Apostile acts of the courts and the
MOLarnes only

Under Article 1, latter "a" of the Convention, acts of the court are the documents issued by an
authonty or an official connectad with the courts or tnbunals of the State. The same should be
submttad in ongnal form of as a certufied transcrpt and sho contain the folowing attnbutes: date
of iwsuance, first name and surname, signature of a chairparson of a judge and a secratary and seal of
the court which has isswed it

The acts of the notanes undaer Article 1, letter “c” and "d” of the Convention

are the notanial acts; the officsal cartificanons such as records iIn the regster

or authentcations of & date or signature on a private document

Authorizations conceming daposng of real estal which are attested by mayors and secretaries of
municipalities are not aubject to cectification by Apostille

The documents with Apostile applkad on them may beé abtained from 15,15 am, to 12.00 am, withn
three working days from the presentation thareof in the Mnstry of Justice, and whare their number
excevds 10 - after § working days

Documaents on which Apostille and a code have been PO VOOOOOOOOOON Coul b chacked

| | ® Bulgaria




ST

k . REPUBLIC OF BULGARIA
+Z* MINISTRY OF JUSTICE

Apostille number

Apostilie date

Document name

Legal name

Legal capadity

Legal stamp/ seal

Register number

Reqgister date

Scanned document

| | ® Bulgaria

Apostille with code :721060061124008

9008

24.6.2010 1.,

AEKNAPALIRA

HMHA TEHOBA NOBMEBA-KAJTMEBA

HOTAPHYC NY 36

HOT, 36 HHHA TEHOBA IOBMEBA-KAJTMEBA - NNOoBAMEB

2157

17.6.2010 7,

721060061 124008.pdf (79K)

2008 - HEMIBLIC OF BULGARIA, MINISTRY OF JUSTICE

L

..
-




S0ty noamacing
OBLLBPEKN 1 PUAsHN)
LLiosuns. Apeps no
Nommron NoY, obaact
24,07 2000 1, o1 MB

AEKJTAPALNA

i, EKATEPHHA TAHEBA KOERA, EI'H 8203304478,
1y o enakr, poasia i 30031982 ¢ s orp. Flaonum, oxp.
Tunno 1 ua CHexann, ¢ MeCTORNTENCTAO B rp. Paxonoss, Hoan
Lhionausmers, nprreasne) wi JIK Ne 14 18860473 waanaenn na
P [INORINE, ACKIAPHPAM HE COBETREHA OTTOBOPHOCT, KATO Chn

ARNOANAT ¢ IPCIBEKRMHRATE na =, 292 o1 Mioss 16Ny KOAGKS, 110 UIHOWEHME ny

AcKmapwy na
OT JAROAOINTEJOTROT
a KQUeCTROTO HE C¢hil
HETYOPK" OO

PHM AT, R CIABEM SOROHOBMTG WIMCIBAIA IIPenieny
b P CIUIA 00 OTHONIEHME HA TPHTORARAHETO W YHPANCHAMMHETO
PYIKHUK THProvexo Jpyxec1so WKATH AHCTPMEY W HH
KATIA DISTRIBRUTION NETWORK™ SRL/, Jpyxectao s

Upoues na yup
OTHOOHWO WAUTHURETO
maupaeuo ot Oraen T

one ULITINCHD  OKMIUTEICTROTO
v yraiocrta s dmpvata Ne 40925 or 16,06.2010 T,
pproacku Perncrsp ken Cruactiva namam Bykypen,

ATAKAM HAC UM ACKIBPRUMA, KORTO G MM Bsae neobxoanma ipeit Oraen

IBPrOBCKI PEracTHp,

o A,

[(ELEE: R

P

® Bulgaria

APOSTILLE
{ Convention de La Haye du 8 octobre 1981 )
1. BpKaBa; PanySnnka Bunrapun
2.Tosu WYWOH BKT & NOAnMean oT
WHNA FEHOBA JOBYEBAKANYRBA

3.8 KAYECTROTO MY HY
HOTAPKYC Ne 36

L) %pmun TIEUAT! M Aug‘l!”mm g

8.n Codun,Bnrapun 6.4a 24820108,
7,07 MUHKCTAPRCTRO Ml NPAROG BAKGTO
8.noa N2 9008

J
8.Nevar 10.Noanue ..;M

| o otavikerite
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S e d e e |e Ct rO’ n I Ca Bienvenidos | Benvinguts | Ongi Etorri | Benvidos | Welcome

Martes, 12 Junio 2012 15:20 h. Hora oficial@@}
i T GOSERNO MINGTIRO
Q ESPANA OF RBTICA
-
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Tramites Informacion general Servicios

Sede Electronica del Ministerio de Justicia > Tramites > Apo

Verificar Apostilla Validar Firma de Apostilla

Validar Firma de Apostilla Electronica

* Los campos marcados con asterisco son obligatorios

APOSTRAL

et £B-CRxU-yOmN-G8SQ

L

1 prmremtn b omemba painh e

742

=z | =y @
P012 D
- ) de fecha: 25/02/2011

»Sel . CONVENTIONS' Bl . .

Wbty uminzwn
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Ministerio de Relaciones Exteriores

Repiblica de Colombia

2L(;‘1"1e5 03 de Octubre de VERIFICACION DE APOSTILLAS / APOSTILLE VERIFICATION
s
©

*Numero de Apostilla / Apostille Number |A2KGQ99910

Tutorial
e — Fecha de la Apostilla / Date of issuance |06f'16.-"2010 2zozs)
(mm/dd/aaaa) E—
. ) i * son obligatorios.
Opening A2KGQ99910.PDF.pdf x| "~ son obligatorios
You have chosen to open bresion en blanco y negro, la
= A2KGQ99910.PDF.pdf
which is a: Adobe Acrobat Document ) .
from: https://tramites.cancilleria.gov.co vhite, where as the apostille
~What should Firefox do with this file?
& Open with: |f-\dobe Reader 9.0 (default) j 0
 Save File
™ Do this automatically for files like this from now on. ‘. Buscar _: | Tutorial B
oK | Cancel

] © Colombia

o el




H A2KGQ99910.pdf.pdf (SECURED) -
File Edit View Document Tools Window Help

& | € T RO eeF=: | @i~ -l=[E

[Qwedmdal signatures are vald. 44 signature panel

REPUBLICA DE COLOMBIA

MINISTERIO DE RELACIONES EXTERIORES

Lcetad y Orden APOSTILLE

(Convention de La Haye du 5 Octubre 1961)

rais; REPUBLICA DE COLOMBIA
Comay: - Poyy) -
1 > El presente documento publico
{Thos pablic docemsant - Lo présant acse public)
Ha sido firmado por: DIAZ CASAS MANUEL ALEXANDER
(Hxbecn sigmed by: - A ot signs par)
Actuando en calidad de: PROFESIONAL ADMINISTRATIVO
(Actng m the capacity of - Aghcant o quakite dec )
Lleva el sellolestampilla de: DAS - BOGOTA
(Bear: the seal'manp of - Estrevemm du sceau de / tmbes do)
Certificado

k (CartiSed - Amoss)
En: BOGOTADC
(Ar-A)

EL _ 6/16/2010 9:09:12 AM
(0 - La) :

Por: APOSTILLA
(By: - The Ministry of Forsign A of Colombia - Par \omarare dos Affires Etramaares de la Colomsbio )

A2KGQ99910

No:
(Undar Number: - Scus Js mamaro:)

Digitally Signed by:
Ministerio de Relaciones Exteriores de Colombia [/ edos DI A BiFuse H
CARLOS ALBERTO ALFONSO HORMAZA b Beaalid{AM)
Reason: DOCUMENT AUTHENTICITY y o
Bogota - Colombia Firma: (Signoos)

Nombre del Titular- CALDERON VILLEGAS ALEJANDRA

(Nams of ths holdar of docazent: - Nom ds issdaine:)

Tipo de documento: CERTIFICADO JUDICIAL

(Typs cf docunsezt - Typs da documant) cj056869875999

Namero de hojas apostilladas: 1

(Number of pages: - Nomkeo do pages:)

L3 auenticidad o2 esta 3postila pusde sar ventcads on & Ragsyo EIECironco que S8 ENCUSNIRA 21 13 SQUEMS pagng Wweb:
The authenticity of this Apostile may be verttied by aco2ssing e e-Ragister on e following web site:
L'aumhenicte de cette Apostiis peut 2ira vérifide en accadant 'e-Registre sur i slie web sulvant

g lleria.gov.co/apostilla
B 6 Colombia Al




=1a|x]

Help *

ocument Tools  Window
@' &ﬁj Il f1 in 37 | & & |97.7% ~ | -

'@ Signed and all signatures are valid.

Lé/ Signature Pane)

REPUBLICA DE COLOVBIA

"B certificadoJudicial056869875999.pdf - Adobe ... Mi[=]E3
File Edit View Document Tools Window Help

8 & € o W Qe e |
|: 4 & S M

l—’é’.'J At least one signature has problems. { % Signature Panel
£

=]

Repiiblica de Colombia
Departamento Administrativo de Seguridad

Certificado Judicial

£l Departamento Administrativo de Segundad certifica:

Que a la fecha jueves 10 junio 2010 ALEJANDRA CALDERON VILLEGAS
con Cédula de Ciudadania N° 30333294 de Manizales

NO REGISTRA ANTECEDENTES

de acuerdo con el art. 248 de la Constitucion Politica de Colombia.

Codigo de Verificacion: 056869875999

Para venficar 3 autenticds

Haciendo mas facil tu relacion con el Estado | DAS 2008 © Todos Los derechos reservados o Y, 1
%' Open E( Save W/ Search




Developing best practices

foo T eetl



e-Apostille

Importance of applying high standards to the
iIssuance and management of digital credentials

Choose a Certificate Authority that is well
recognised in providing digital certificates which
run on all major browsers and suit the document
format chosen by the Competent Authority

Use Long Term Signatures that remain valid
beyond the expiry of the digital credential, such
as “"Advanced Electronic Signatures” for PDF
(PAdES) and HML (XAdES-T)

CAs should ensure that scanning of paper public
documents is done in accordance with domestic
law

foo T eetl



e-Register

CAs should allow users to consult the e-Register over a
secured connection, which is supported by all major web
browsers

e-Registers should allow the user to readily verify the CA’s
identity (use of Extended Validation (EV) SSL Certificates,
indicated by a green colour in the URL bar of the web
browser, or similar technology)

e-Registers should allow the CA to completely discharge its
obligations under Article 7 of the Apostille Convention

With a view to preventing “fishing expeditions”, e-Registers
should require the user to enter information that is unique
to the Apostille received

foo T eetl



Concluding remarks

- e-APP now an integral part of the operation of the
Apostille Convention

o QOver 140 CAs from 14 different States around
the world have already felt the benefits of the e-
APP and have implemented either or both of its
components

o In order to ensure the success of the e-APP, CAs
must give attention to ensuring the security of
their e-APP systems

> It only takes one fraudulent website, or one hacker to
undo the hard work of all CAs

foo T eetl



Thank you

Questions?

Christophe Bernasconi

cb@hcch.nl

www.hcch.net

e | Republic of Turkey
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