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◦ Intergovernmental organisation – 
dating back to 1893  

• Oldest international organisation  
in The Hague – only one  
with a legislative function  
(i.e., not a court of tribunal) 

◦ Working for the progressive unification of the 
rules of private international law (the road signs 
showing the way in cross-border situations) 

What is the Hague Conference? 



◦ Develops international treaties known as the 
“Hague Conventions” 

◦ 38 Hague Conventions in the following areas: 

• International protection of children, family & property 
relations 

• International legal co-operation (e.g.,  
the Apostille Convention) & litigation 

• International commercial & finance law 

◦ Provides a range of  
post-Convention Services 

What does the Hague Conference do? 



72 Members (71 States and the EU) 



BUT… 



Non-Member States that have () signed, ratified 

or acceded to at least one Hague Convention  

 

140 “connected” States 



The Hague Convention of  
5 October 1961  

Abolishing the Requirement of 
Legalisation for Foreign Public 

Documents  

(Apostille Convention) 



Production of public documents abroad 
Without the Apostille Convention 



Production of public documents abroad 
With the Apostille Convention 

one-step 
process 



103 Contracting States… 



… and many others considering joining () 

Canada 

Guatemala 

Chile 

Morocco 

Qatar 

Iran 

Philippines 

Malaysia 

Paraguay Partner States of the  
East Africa Community 

Bolivia 

Vietnam 

Brazil 



◦ Most widely ratified/acceded to of all the Hague 
Conventions  

◦ Almost 40 new  
Contracting States  
since 2000  
(increase of >37%) 

◦ 2/3 of the current  
Contracting States  
have joined in the  
last 25 years 

◦ Most widely applied Hague Convention 
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◦ Convention must keep pace with e-Government 
initiatives and developments in order to remain 
relevant to Governments and users (individuals 
and business that need to produce public 
documents abroad) 

• More and more public documents are executed in 
electronic format (incl. e-notarial acts) 

• 2003 Special Commission on the practical operation of 
Apostille Convention acknowledged that the Convention 
operates in an environment which is subject to 
important technical developments 

• 2003 Special Commission also noted that the spirit and 
letter of the Apostille Convention are not obstacles to 
the use of modern technology and that its operation can 
be further improved by relying on such technologies 

So, why the e-APP? 



◦ In 2006, the Hague Conference, in co-operation 
with the National Notary Association of the 
United States of America, launched: 

 

 

 

◦ In view of the subsequent success of the e-APP, 
the name was changed in January 2012 to simply 
the “electronic Apostille Program” 

 

Launch of the e-APP 

2006 
electronic Apostille Pilot Program 

2012 
electronic Apostille Program 



The two components of the e-APP 

Issuance of Apostilles 
in electronic format, 

with a digital 
certificate 

Operation of Apostille 
registers in electronic 
format than can be 
accessed online to 
verify the origin of 

paper and e-Apostilles  

e-Apostilles e-Registers 



More secure 

• appropriate use of a digital certificate provides greater 
certainty as to the origin of the Apostille in question 
(that it was indeed issued by the CA) 

• e-Apostilles are more securely “attached” to the 
underlying public document 

• e-Apostilles evidence attempts to tamper with the 
Apostille and/or underlying document (the e-Apostille is 
automatically rendered “invalid”) 

• e-Registers facilitate more frequent verification of the 
origin of Apostilles (both paper Apostilles and 
e-Apostilles) 

Advantages of the e-APP 



More efficient 

• In an electronic environment, requests for Apostilles can 
be made online (and thus without need for human 
interface), Apostilles can be sent to the applicant online 
(e.g., by email, or through a secure site) 

• System for issuing e-Apostilles may be integrated into 
an electronic signature database so that the origin of an 
underlying document may be verified with one click 

• e-Register means no more direct dealing with recipients 
of Apostilles (or time wasted in the archive room) 

• Possibility to have one central e-Register for multiple 
CAs across the country 

• Maintaining a centralised e-Register facilitates access to 
statistics on the issuance of Apostilles 

Advantages of the e-APP 



Flexible 

• e-Apostilles and e-Register may be implemented 
independently of each other (i.e. not necessarily at the same 
time) 

• Additional possibility first to issue e-Apostilles only for public 
documents executed electronically – then also issue e-
Apostilles for paper docs in second stage 

• CAs are free to adopt a technical solution that best suits their 
legal and IT environment (i.e., no technical solution is 
imposed) 

Straightforward 

• Not complicated and not necessarily expensive 

• Easy to use 

A green program 

• The e-APP allows CAs to reduce their paper consumption 

Advantages of the e-APP 



Status of the e-APP (I of II) 

States Competent Authority(ies) e-Apostilles 
(implementation date)  

e-Register  
(implementation date) 

Notes 

Andorra Ministry of Foreign Affairs July 2009 

Belgium Ministry of Foreign Affairs October 2007 

Bulgaria Ministry of Justice November 2008 

Colombia Ministry of Foreign Affairs October 2007 October 2007 
Colombia provides print-outs  

of e-Apostilles. 

Costa Rica Ministry of Foreign Affairs December 2011 

Dominican 
Republic 

Ministry of Foreign Affairs  

Operational 
[implementation 

date to be 
confirmed] 

The implementation of the e-Register is 
not yet fully e-APP compatible. 

Georgia 
Ministry of Justice  

(including 7 Regional Offices) 
July 2009 

Mexico Ministry of Interior February 2010 

New Zealand Department of Internal Affairs May 2009 April 2010 

Peru 
Ministry of Foreign Affairs       

(including 7 Regional Offices) 
October 2010 

Republic of 
Moldova 

Ministry of Justice January 2009 



Status of the e-APP (II of II) 

States Competent Authority(ies) e-Apostilles 
(implementation date)  

e-Register  
(implementation date) 

Notes 

Russian Federation 
83 executive bodies of constituent 
entities ("federal subjects") of the 

Russian Federation 
April 2012 

The e-Register records all Apostilles 
issued for education documents, 

academic degrees and titles executed 
by the Government of the RF. 

Spain 
43 judicial and administrative 

Competent Authorities    
May 2011 May 2011 

Murcia had already implemented the e-
Apostille component in November 

2008. A nationwide implementation of 
the e-Apostille component was 

completed in May 2011. 
Central e-Register used by all 

Competent Authorities under the 
purview of the Ministry of Justice. 

USA 

California - Secretary of State December 2010 

Colorado - Secretary of State April 2011 

Kansas - Secretary of State February 2007 

North Carolina - Secretary of State June 2010 
The implementation of the e-Register is 

not yet fully e-APP compatible. 

Rhode Island - Secretary of State February 2007 

Texas - Secretary of State November 2008 
The e-Register only records Apostilles 
issued by the Corporations Section of 

the Secretary of State. 

Washington - Secretary of State September 2011 
The implementation of the e-Register is 

not yet fully e-APP compatible. 

West Virginia - Secretary of State February 2011 



Further information 

◦ Visit the “Apostille Section” of the  
Hague Conference website… 

 

 
 www.hcch.net 

http://www.hcch.net/index_en.php?act=text.display&tid=37


 

A closer look at the  
e-Apostille component 



The e-Apostille component 

Executed in 
electronic 
format 

Executed in paper 
then scanned 



◦ Apostille is completed on a  
computer and saved electronically 

◦ Apostille file and the file containing the electronic 
public document are merged (single PDF) 

◦ The official electronically  
signs the e-Apostille using  
a digital certificate obtained  
from a commercial  
certificate authority 

 

 

Example 

New Zealand 



Example 

New Zealand 



◦ Certificate trusted in Adobe Reader 6.0+ 

◦ Works with all main browsers 

◦ Verifiable offline & online 

◦ Verifiable post expiry due to: 

• Integrated Timestamp 

• Integrated Revocation Status 

• Integrated Certificate Chain 

 

 

 

 

Main Advantages (NZ model) 



Paper Apostilles vs e-Apostilles  

New Zealand 

Paper Apostille e-Apostille 



◦ Good enough for the US President… 

 

Ubiquity of PDF and digital certificates 



… after ! Before… 

Paper Apostilles vs e-Apostilles 



◦ Paper Apostilles likely to remain with us for a 
while, in particular for paper public documents 

◦ However, this should not  
prevent CAs from adopting  
new technologies, such as  
the use of QR codes to  
facilitate Apostille verification 
in e-Register 

 

Small steps 

To verify the issuance of this 
Apostille, simply scan the code: 

https://www.secretary.state.nc.us/verification/thepage.aspx


 

A closer look at the  
e-Register component 



The e-Register component 

e 



… after ! Before… 

The e-Register component 



◦ Accessible online (typically part of CA’s webpage) 

◦ To avoid misuse, an e-Register should only be of 
use to persons who have actually received an 
Apostille and want to verify its issuance (no 
“fishing expeditions”) 

The e-Register component 



◦ For additional security, several CAs secure their 
e-Register so as to: 

• provide a secure connection between the e-Register 
(server) and the user’s computer (SSL certificate) 

• provide users with assurance that they are actually 
communicating with the CA in question (extended 
validation (EV) SSL certificate) 

 Use of extended validation (EV) SSL certificate, 
or similar technology, is part of best practices 
and recommended under the e-APP 

Security 



Security 

No SSL certificate 

Belgium  



Security 

No SSL certificate 

Bulgaria  



Security 

Moldova  

Russia 

Costa Rica 

Dominican 
Republic 

USA 
(California) 

Some other e-Registers with no SSL certificate 



Security 

Hague Conference  

Some other websites with no SSL certificate…! 



SSL certificate, or “https:” 

Andorra 

Security 



SSL certificate, or “https:” 

Colombia  

Security 



Extended validation (EV) SSL certificate 

Security 

New Zealand 



Peru  

Secured e-Registers with extended validation SSL 

Security 

http://en.wikipedia.org/wiki/File:Flag_of_Peru.svg


Fishing expeditions 

◦ Some e-Registers allow fishing expeditions 

• User has access to information about Apostilles that 
he/she has not received 

◦ Definitely to be avoided 

◦ “Best practice” established by 6th e-APP Forum –  
require entry of unique information associated 
with an Apostille received: 

• non-sequential (or otherwise random) number of 
Apostille 

• unique identifier (code) 

• together with date of issuance 



So far so good 

Fishing expeditions 

For example, enter Apostille number and date of 
issuance 



Fishing expeditions 

Now enter in just the date of issuance… 

! 



Fishing expeditions 

… or just a person’s given name… 

! 



Fishing expeditions 

… or even just the number 1 

! 



Functionality Category Information displayed 

Basic  “Yes” / “No” 

Categories of e-Registers 

Additional   
“Yes” / “No” 

+ information on Apostille and/or underlying document  
(possibly visual check) 

Advanced   
“Yes” / “No” 

+ information on Apostille and/or underlying document  
(possibly visual check) 

+ digital verification of Apostille and/or underlying document 



 Andorra 



 Andorra 



 New Zealand 



 New Zealand 



 Russian Federation 



 Russian Federation 



 Peru  

http://en.wikipedia.org/wiki/File:Flag_of_Peru.svg


 Peru  

http://en.wikipedia.org/wiki/File:Flag_of_Peru.svg


 Costa Rica  



 

 Costa Rica  



 Bulgaria  



 Bulgaria  



 Bulgaria  



 &  Spain 



 Colombia  



 Colombia  



Category 3.3 – Colombia  



 

Developing best practices 



◦ Importance of applying high standards to the 
issuance and management of digital credentials 

◦ Choose a Certificate Authority that is well 
recognised in providing digital certificates which 
run on all major browsers and suit the document 
format chosen by the Competent Authority 

◦ Use Long Term Signatures that remain valid 
beyond the expiry of the digital credential, such 
as “Advanced Electronic Signatures” for PDF 
(PAdES) and HML (XAdES-T) 

◦ CAs should ensure that scanning of paper public 
documents is done in accordance with domestic 
law 

e-Apostille 



◦ CAs should allow users to consult the e-Register over a 
secured connection, which is supported by all major web 
browsers 

◦ e-Registers should allow the user to readily verify the CA’s 
identity (use of Extended Validation (EV) SSL Certificates, 
indicated by a green colour in the URL bar of the web 
browser, or similar technology)  

◦ e-Registers should allow the CA to completely discharge its 
obligations under Article 7 of the Apostille Convention 

◦ With a view to preventing “fishing expeditions”, e-Registers 
should require the user to enter information that is unique 
to the Apostille received 

e-Register 



◦ e-APP now an integral part of the operation of the 
Apostille Convention 

◦ Over 140 CAs from 14 different States around 
the world have already felt the benefits of the e-
APP and have implemented either or both of its 
components 

◦ In order to ensure the success of the e-APP, CAs 
must give attention to ensuring the security of 
their e-APP systems 

 It only takes one fraudulent website, or one hacker to 
undo the hard work of all CAs 

Concluding remarks 



Christophe Bernasconi 
cb@hcch.nl 

www.hcch.net 

Thank you 

Questions? 


