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Definition

“data In electronic form that are attached to
other electronic data or linked logically to
that electronic data and used for
authentication" (E-sign Law/ Article 3)
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Power of E-sign

Secure electronic signature shall have the same legal effect
with handwritten signature. (Law-Art.5)

L Electronic data that are generated with secure electronic
signatures in accordance with procedures are equivalent to
bill.(Law-Art.23)

L Exceptions:
A secure electronic signature shall not be applicable to legal
proceedings subject to a special procedure or an official form
pursuant to laws and warranty contracts. (Law-Art.5)
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Secure E-sign

J“Secure” e-signature (Law, Art.4):
1 is exclusively assigned to the owner of signature

1 is generated with the secure electronic signature
creation device

 which is kept under sole control of the signature
owner

1 enables the identification of the signature owner
based on the qualified electronic certificate

 enables to detect whether sighed electronic data is
altered or

7th International Forum on the e-APP, Izmir 2012



Electronic Certificate —

Information and Communication
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View Certificate

| General | Details | Certification Path | Trust
Electronic data binding the
Slgnatu re Verlflcatlon data Of This certificate is intended for the following purpose(s):
the signature owner to identity "Rl s mesgies

data of that person (Law, Art.3)

t =1 Certificate Information

Issued to: Sacid Sankaya

Issued by: Eimza Test SM

Valid from 14.03.2004 to 14.03.2006
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Qualified Electronic Certificate — 5

Information and Communication
Technologies Authority

O Itis required that Qualified Electronic Certificates shall include the following;

C O O O0ooppoo 0o

an indication that the certificate is a “qualified electronic certificate”,

the identity information of the Electronic Certificate Service Provider and the
country in which it is established,

the identity information by which the Signature Owner can be identified,
Signature-Verification Data which correspond to Signature-Creation Data,
the date of the beginning and the end of the validity period of the certificate,
serial number of the certificate,

the information regarding the authorization of the certificate holder if the holder
acts on behalf of another person,

when the certificate holder so requests, occupational and other personal
information,

information related to conditions of the usage of the certificate and limits on the
value of transactions, when applicable,

the Secure Electronic Signature of the electronic certificate service provider that
verifies the information in the certificate. (Law, Art.9)
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Regulatory Framework S em

23 Jan 2004  E-Sign Law (5070) published in Official Journal

23 July 2004  Law entered into force

23 Jan 2005  Due date defined for the preparation of secondary
regulations by ICTA

7th International Forum on the e-APP, Izmir 2012
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Subject of Secondary Regulations =

ICTA

Information and Commun

\

ication
Technologies Authority

J ICTA is responsible from supervision of the market and

publishing regulations

L Secure e-signature creation devices (SSCD)

1 Secure e-signature verification devices (SSVD)

[ Electronic certificate service providers (CSP)

[ Liabilities of CSPs

J Revocation of qualified e-certificates

J Foreign e-certificates

 Certificate Financial Liability Insurence

7th International Forum on the e-APP, Izmir 2012
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Secondary Regulations for E-sign

e T

By-law on the Certificate Financial Liability Insurence 26 Agu 2004
Prime Ministry Circular numbered 2004/21 06 Sep 2004
By-law on the Procedures and Principles Pertaining to the

6 Jan 2005
Implementation of Electronic Signature Law (updated 2 times)
Communiqué on Processes and Technical Criteria Regarding 6 Jan 2005
Electronic Signatures (updated 5 times)
Board Decision on Security requirements for signature
creation and verification applications and electronic signature 1 June 2006
format
Board Decision on Qualified Electronic Certificate, CRL and

18 April 2007
OCSP Message Profiles Guide
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By-law on the Procedures and Principles &
Pertaining to the Implementation of Electronic

Signhature Law O ecknclogen Aniharey,

1 CSPs notify ICTA for starting their operations
M notification # authorization

O ICTA examines naotification in 2 months at most

d Compliance with requirements stated in Annex of the By-law
 CSP commences its operations
[ Certification Proses:

d Application

JdIssuence

J Publication

J Renewal
L Revocation

[ Inspection
 Termination of operations (by ICTA or by CSP itself)

7th International Forum on the e-APP, Izmir 2012
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E-sign Application e

Personal application

Real persons apply CSP(physical presence during the identity
check is required)

Organizational application

Organizational applicant shall provide the qualified electronic
certificate requests of the persons on behalf of whom it applies
for in a written form.

7th International Forum on the e-APP, Izmir 2012
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Generation of Electronic Certificate

Information and Communication
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Certificate Service Provider
Natural Person

Info of Person Administrative Info

Application Name, Surname CSP Name,
ID No ¢ _Validty Period,
Usage Field

Info Related to e-Signature

PublicKey sl
Secret Key ’-

Electronic Certificate

@

N

Info of Person

Administrative Info

-t

csP signature §

Delivery
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Obligations of Qualified Electronic .4
ICTA
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U Submitting information accurately and completely to the CSP that's necessary to get
gualified electronic certificate,

U Informing the CSP immediately in case of any change in the information submitted to
CSP,

U Using algorithms and parameters determined by the Communiqué, in case the certificate
holder generates his/her own signature creation data,

U Using the signature creation and verification data only for creating and verifying
electronic signature and in accordance within the limitations about the usage and value
of the qualified electronic certificate,

U Not allowing third parties to use his/her signature creation data and taking necessary
cautions for this purpose,

U Notifying the CSP immediately in case the confidentiality or security of the signature
creation data is under suspicion,

L Using secure electronic signature creation device,

U Assuring the necessary cautions in case the signature creation and verification data are
generated out of the premises of CSP and with devices that do not belong to the ECSP,

U Informing the CSP immediately in case the signature creation device or the activation
data of the signature creation device is stolen, lost or suspected to be compromised.

7th International Forum on the e-APP, Izmir 2012
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Obligations of Third Parties

 Verifying if the certificate is qualified electronic certificate or not,

J Verifying the validity and revocation status of the qualified
electronic certificate or using secure electronic signature

verification device,

dVerifying if there is any limitation on the usage of the qualified

electronic certificate.

7th International Forum on the e-APP, Izmir 2012
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Foreign electronic certificates e

B International Agreements : legal results of foreign certificates are

subject to and governed by the international agreements (Law-
Art.14)

m Foreign Certificates Accepted by a Turkish Provider : considered and
treated as “qualified electronic certificates” (Law- Art.14)

m Foreign electronic certificate shall bear the technical criteria of
qualified electronic certificate stated in the Law and in this By-Law.

m Foreign ECSP shall operate as ECSP in the country it has been
established.

(By-Law, Art. 32)

7th International Forum on the e-APP, Izmir 2012
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Communigue on

Technical Criteria Regarding Electronic

Signatures

Processes and &=

Operations of CSP

ETSI TS 101 456 & CWA 14167-1

SSCD CWA 14169 & EAL4+
SSVD CWA 14171
QEC ETSI TS 101 862 & ITU-T Rec. X.509 V.3

Sign. Creation and

1024 bits for RSA or DSA or 163 bits for

Verification Data of ECDSA Up to 31/12/2012
Signatory

CP & CPS IETF RFC 3647

Time Stamp ETSI TS 102 023, ETSI TS 101 861
ECSP Certification ISO/IEC 27001

Zth Internas

Fional Forum-onthe e-APP _Tzmir 2012
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Public Certification Center &

® Prime Ministry Circular No. 2004/21, 6th Sep 2004, For the
establishment of Public Certification Center under TUBITAK

m All ministries and government offices shall obtain their certificates from
TUBITAK

m Rationale of the Circular:

= {0 decrease many unnecessary and dublicative
Investments in the public sector

= o achieve interoperability among different hardware

and software used for electronic signature applications in
the public sector.

7th International Forum on the e-APP, Izmir 2012
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Model in Turkey

ICTA
Information and Communication
Technologies Authority

Information and Communication Technologies Authority
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M-Signature
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Why m-sign? o
nformation ¢ wunication

d New data platforms like GPRS added to WAP technology
providing content on mobile devices enabled many applications
like:

OMobile’” i

-Mobile  moBILE ELECTRONIC SIGN
dMobile
MOBILE PKI

\\
L DIffusion . —eciiicccee ot iiieiie viieevee.akes TRUST a

matter

7th International Forum on the e-APP, Izmir 2012
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What Is M-sign? e

dM-signature Is an e-sign which:

JRecelves service from mobile telecom
networks,

_1Is kept in a SIM card of a mobile device

1Is generated by a secret PIN produced by
cryptographic algoritm

7th International Forum on the e-APP, Izmir 2012
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M-signature in Turkey

J Feb 2007 - e-Gluven (CSP) & Turkcell
(Mobile Operator)

J Dec 2007 — Turktrust (CSP) & Avea
(Mobile Operator)

7th International Forum on the e-APP, Izmir 2012
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m-imza uygulamasi o
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i

™™ ) M-sign diffused faster bc for users; g

Mobile Sigt o Easier to use Mobile Sign
Platform Platform
o Cheaper |
1 compared to conventional e-sign 2L

23.11.06 at 19:
are signing fon,

into the inter._
banking applicatio:.

ABCD Bank. Verify ]
signing.

enter your PIN to sign

435B 7B02 XXXXXX

0K Back

¢ VI amy naTiCIl“-\l I VI WL VI 111io © 7 W Pl IZII‘II =\J i




CSPs

CSP Notification Date Dateoopf;;iir;innsg
e-6UVEN 25.03.2005 24.06.2005
Public CA 31.03.2005 30.06.2005
TURKTRUST 13.05.2005 16.07.2005
EBG 20.06.2006 01.09.2006

7th International Forum on the e-APP, Izmir 2012
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E-sign Market
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700.000

600.000

500.000

400.000

300.000

200.000

100.000

Number of e-certificates issued

586.728

522.025

209.203
110.801
39.835
2.875 2.875 10.824
2005 2006 2007 2008 2009 2010 2011

Mart 2012
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E-sign Market

Information and Communication
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400.000

375.089

350.000

323.242

300.000

250.000

201.280
200.000

150.000
114.675

100.000

50.000

2875

2005 2006 2007 2008 2009 2010 2011 Mart 2012
m Elektronik imza m Mobil imza
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E-sign Market e

Information and Communication
Technologies Authority

® Kamu Kurum ve Kuruluslari

m Ozel Sektor

* As of end of March 2012

7th International Forum on the e-APP, Izmir 2012
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E-sign Market

Information and Communication
Technologies Authority

Number of certificates issued 375.089

Number of certificates revocated 13.641

Number of certificates which are

not valid anymore 113.889

Number of certificates suspended 431

211.639

86.589

144.957

2.105

7th International Forum on the e-APP, Izmir 2012
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Prices of qualified e-certificates/CSP

\

CSP Price(TL)  Price(EUR) Price($) Yr
e-Tugra 149,00 64,10 84,79 1
219,00 94,22 124,62 2
279,00 120,03 158,77 3
TUrkTrust 215,00 92,50 122,35 1
299,00 128,64 170,15 2
379,00 163,05 215,67 3
e-Guliven 110,00 47,32 62,60 1
200,00 86,04 113,81 2
285,00 122,61 162,18 3
Public CA 89,00 38,29 50,65 3
109,00 46,89 62,03 5

Mobile sign: 5 TL/month, 60 TL/yr

‘ 7th International Forum on the e-APP, Izmir 2012
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Application Examples
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Applications

m Under-Secretariat of Foreign Trade: Internal Processing
Regime and Free Trade Zone Projects

= Ministry of Justice: UYAP (National Court Network) Project

= Ministry of Trade and Industry: Guarantee Certificate
Project

m Patent Institute: Mark, Patent and Design Applications

m Under-Secretariat of Customs: Customs Decleration
Project

= Energy Market Regulation Authority: Petrol Market
Information System

= Ministry of Finance: e-invoice
7th International Forum on the e-APP, Izmir 2012
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Applications

®m Ministry of Environment: E- Environment License Project
®m Public Procurement Authority: Electronic Procurement Project
m E-Government Gateway

®m Ministry of Health: E-transformation in Health Project (e-prescription,
etc)

®m National Population Registry: Address Recording System
®m Ministry of Internal Affairs: Online Car Registry Project

® Many e-document and e-archival management projects in public
sector

m Internet Banking: Akbank, Bank Asya, BankPozitif, Denizbank, Finans
Bank, Fortis Bank, Is Bankasi, Yapi Kredi, Garanti Bankasi, TEB,
HSBC, Sekerbank, Tekstilbank, Kuveyt Turk, Turkiye Finans

®m E-Municipality applications: Eminonu, Fatih, Sisli, Zeytinburnu,
Beyoglu, Ogynpaz@Hational Forum on the e-APP, Izmir 2012
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Application example:
E-Government Gateway

Information and Communication
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Sunulan hizmeberden feydalanmak in sigeme giry yepmelsez. | sitemeGing o |
X 3 ) —
turkiye.gov.tr @ d - fa Q]
-~ Bane Cosd etzmetier Xurumisr Betigm
p Sorgula
D Bagvur
® o
CD Ogren
{a lletigime Geg
‘ b A\‘ Cocugunuzun dersleri ne durumda?
it i I Jg Mili E3%im Bakenhiy'na bagh okullarda ckuyan cocuklannain not M.E.B. Ogrenci Bilgi Sistemi
‘l 6 \ / Surumuna ve Gider bilglenne ulazabiirsiniz.
e A s Do ot it ettt @; i
Phone kin Ocretsiz olarak indinteblien o-Deviet Kapsi s yayna sbukanitk sdina Ulastirma, mv‘wl‘:‘ v - | Ulsstima w
E girmistir. Tim operatocier ile glvente kullanabilesiniz. i Habgriesma Bakaniig Y Habesiesme Bakanidy

Yeni Duyurular Maiy= Bakanhls Stratefi Geligtirme Bagkanld) Sziegmed Mitercim Terchman Yazii Smevina Girmeye Hak Kazanan Adsylann (%)

% Sk Kullansdaniar Sek Kullamlan Rehber Konulan Sik Kullamlan e-Hizmetier
T R )
& Al - bgumun Aile Kitidine Tescl @ Mahkeme Dava Dosyas Scrgulema

A egitim

L

o Devle! ve Vakif Oniversiteler 3 ’il.-n-t Dakomik

7th In’rer'na‘nonal Forum on the e-APP, Izmir 2012
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Application example:
E-Government Gateway

Information and Communication
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@ Turkiye Cumhuriyeti Vatandas Kimlik Dogrulama Sistemi

Hosageldiniz, Kimlik dogrulama sistemini kullanarak kamu Internet sitelerine tek noktadan, glivenli ve bzl
kullan:c girisi yapabilirsiniz. Kimliginizi asagidaki yontemlerden birini kullanarak dogrulandiktan sonra isleminize
kaldiginiz yerden devam edebilirsiniz.Aynntih Silgi

e-Devlet Sifresi

Mobil Imza

Elektronik Imza

T.C. Kimlik Karty

T.C. Kimlikx numaraniz ve e-Devist
sifrenzi kullanarak ginis yapin.

e-Devlet Siresi Nazil Ahmir2 (2

Cep tel=fonunuz ve hatoniza kayith
mebil imzanez ile giris yapin.

Mobit Imza Nasd Almr? =

Szhsmeza zit elektronik imzz karoniz
ve diital imzaniz ile giris yapin.

Elektronik Imza Nasit Alinr? 2

T.C, Kimiik Kartinz ile giris yapin,
T.C. Kimlik Kart Masd Almar? (2

@tﬁrklye.gov.tr

Giris Yapacaginiz Adres
www.turkiye.gov.tr

Giris Yapacaginiz Uygulama
e-Deviet Kapisi

» Iptal £t ve Geri Don

== Guvenliginiz icin taraywanizin adres satinnda https://giris.turkiye.gov.ir yazdigindan ve tarayiinizin
Z-i_\l guverdik (kilit) simgesinin gérundidiénden emin olunuz. Eder gorunmuyorsa isleminize devam
etmeyiniz.

e-ntegre
cahsiyoruz

160

et Colrs Mesbap

+ Gizlilik ve Guvenlik
Her hakla salkdvdir © 2012
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Application example: Patent Office

insantann hayatlarna ve faaliyetierine egemen |
olan kuvvet icat yetenegidir. £ 1
ﬂfo’ bl

=

TURK PATEN::&. ENSTITOSO

Tirk Patent Enstitiisti
Ankara Ticaret Odast
Isbirtigi Protokolii Imza Téreni ve
Swnal Millkiyet Haklan Paneli

25 Ocak 2012

Patent ve Faydah Model

Cografi lzaretier

Entegre Devre Topografyalan

HABERLER TOM MARERLER »

TPE-ATO |sbirligi Protokolii ATO'da Yapidan Térenle Imzaland: Yer
[ 25.01.2012)
- Tork Patent EnstRisl ve ATKara Thoaret O0ss! (ATO) rasinda okugturulan igairigl orosoinl)

Cavrimici Hizmetler
- Dugin Ankara Thcaret Odasi Mechs Salonunda yapitan ren_ >

PATENT / FAYDALI MODEL " Sinai Mislkiyet Farkindakk Kampanyast Agtks Toplantss Yeni 23012012

Tork Patent EnstRisd ve EPO I5diriging2 obgtunulzn Sinal MJKYEE Farkindaiik Kampanas!

Aragtirma Agili5 Toplantis! Dugdn TOK Patent EnstRisinoe.. >>
Dosya Takibl Teknoginigimcilera Yéneli Patent Bilgilendirme Giinleri Yeni 11201 2012
Bagvury Sope e e

Teknogirisim Sermajesi Destegingan jarariznan girigimalierh, yenliig! projelerin ve
Ordnlerinl koruma aking alarak igleemelerinl goglendiradliaceier ve srddrdieolliriginl
| s30i3ra0liecekier| konusunda biigliendinmek amaciyia TOn Patent Ensthlsdnge bir egRim_

TUM DUYURULAR =

= Marka ve Patent Uzman Yardimchgs Sozii Sinav Tarihlen Yeni 25012012

w Online Iglemiere [ligkin Duyuru Yeni ise12013

» TPE Marka ve Patent Uzman Yardimeas: Akmu Sinav Sonuglan Yeni 115012012

» Sinai Milkiyetie ligili KHKarda Dedigiklik Yapan Kanun Tasans: Taslads Yeni 114012010
= Marka Sahiplerine Onemii Duyury ©3.012012)

Sikga Sorulan Sorular

1- Hangi konudz bagvury yapacagm?
2- Bagvuru nasd yapedr?

3- Bagvurumuy vekil aracib il
yapmak zorunda miyim?

4-Ucratler ve TPE nin banka hesap
numaralan nelerdir?

Diger Hizmetier

= Vekilier

= Enformasyon Hzmetleri

» Yaymianmz

= Yaywn Talep ve Abonelik Formu
n |statistikier

» Etkinlik Takvimi

» Hezarfen

= Teknoloji ve Tasanm Dersi

= Tekir

= Linkler

E-Bllten Uyelik

TPE-AylIK Haber Edhenine O Ok

e-poeta

7th International Forum on the e-APP, Izmir 2012




Internet Banking (m-sign)

Information and Communication
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-
& Garanti Bankas | Internet Subesi - Internet Explorer, optimized for Bing and MSN M
- & Identified by VeriSign |

————— R
Bu site givenlidir. 8 ]
oyt

0 :
o Garanti Ny

W*l %t https;//isubz.garanti.com.trfisube/login/login/mobilesignentry

Internet Subesi’ne Girig | wobilimza e Girig

Liitfen bankamizda kayith ve Mobil imza tanimli cep telefonu numaranmizi belirterek @ Yardim ve
imzalama islemine basglayin. Giivenlik

Ad Soyad DEMET KABASAKAL : :
Mobii Imza iie Internet

islem Tarini 25/01/2012 19:43 Subesi'ne nasil giris
i apabilirim?
Son Hatali Girig 06/10/2011 14:32 e
ii ir?
« Cep Telefonu a0 5325050437| Mobii Imza nedir?
Mobil imza ile girig
yapamiyorum.

Mobil imza ile Girig * = Doldurulmasi gereken alanlar Diger Yardim ve Guvenlik

> Sifre ile Girig

Copyright © 2011, T. Garanti Bankasi A.S. » Bize ulagin > Guvenlik bilgileri 0

#100%

javascript:formSubmit(‘application’,'/isube/login/login/mobilesignresult’);

7th International Forum on the e-APP, Izmir 2012
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Registered E-mall
(REM)

7th International Forum on the e-APP, Izmir 2012




What is REM? D

* REM Is a service that provides its users -in addition to the

ordinary e-mail services- a set of evidences suitable to uphold

assertions;
— of acceptance/rejection
— of delivery/non delivery

— of retrieval/non retrieval

of e-mails sent/delivered through this service.

7th International Forum on the e-APP, Izmir 2012
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How does REM work?

ICTA

Information and Communication
Technologies Authority

Sender 2 — Authenticating the
REM sender, security
Nmy Service controls
\

Service Provider's
certificate, time
stamping and

5 — Verifying REM
service provider's
certificate, security
controls

7 — Recipient’s

mail box
1 — Editing

message, signing it,
sending to REM
service provider

cipient

3 — Signed
acceptance receipt

6 — Signed and
time stamped 8 —E-signature is
_ takeover verified, e-malil is
8 — DeI_|very receipt displayed
receipt

7Th Infernational Forum on the e-APP, Izmir 2012 ’
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Regulatory Framework for REM in &5
Turkey .
Turkish Trade Law No. 6102, 14 February 2011

o Traders must use REM service for exchange of

Info among them over electronic medium

o Task of making secondary legislation on REM is

given to ICTA

7th International Forum on the e-APP, Izmir 2012
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Secondary Regulations for REM in &
T u r k ey lnfﬂr'n‘m ior ln((j’l“::nnul.lica ion

Official Journal No. 28036 and dated 25th, August 2011:

O By-Law on the Procedures and Principles Pertaining to the REM
System

0 Communiqué on Processes and Technical Criteria Regarding
REM System

Official Journal No 28294 and dated 16 May 2012

O Communiqué on Registered E-Mail Directory and Registered E-
mail Addresses

Regulations on certificates to be used by REM service providers to sign
evidences (coming soon)

7th International Forum on the e-APP, Izmir 2012

44



F/
7] \
(o I R
HEEEL)

Communiqué on Processes and Technical e

Criteria Regarding REM System = 0

JREM service providers must comply with:
0 ETSI TS 102 640
1 TS ISO/IEC 27001 veya ISO/IEC 27001

J BS 10012 (data protection)
d ISO/IEC 27031( business continuity for ICT)

d Web Content Accessibility Guidelines

7th International Forum on the e-APP, Izmir 2012
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REM Address igesy

REMaddress@REMprovider.rem.tr

/

Address owner

I
v v

Legal Person Melldirel
Person

name.surname.number
@spY.rem.tr
Operators

> (Natural person acting on
behalf of legal person)

uniquenumberforlegalperson.X@nameoflegalperson.spY.rem.tr

7th International Forum on the e-APP, Izmir 2012
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O Under the Apostille Convention, a public document is authenticated by issuance of an Apostille
(also called Apostille Certificate or Certificate) which may only be issued by a Competent

Authority designated by the State from which the public document emanates.

O Under the e-APP, the HCCH and the NNA are, together with any interested State, developing,
promoting and assisting in the implementation of low-cost, operational and secure software for:
0 the issuance and use of electronic Apostilles (e-Apostilles), and

O the creation and operation of electronic Registers of Apostilles (e-Registers).

a The e-APP has two main components:

Q Comprehensive explanatory material as to how Competent Authorities may use PDF
technology and digital certificates to issue e-Apostilles, and how third parties can use such

e-Apostilles; and

Q Open-source software for the creation and operation of e-Registers by Competent

Authorities, and an explanation as to how third parties can use such e-Registers.
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What is the goal of e-APP ? .

Y
ICTA
1ation and Communication

d The ultimate goal of the e-APP s that,

J Competent Authorities of the majority of States that are party to

the Apostille Convention will issue e-Apostilles and / or operate

e-Registers of Apostilles; and

O the majority of States that are party to the Apostille Convention

will accept e-Apostilles.
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The advantages of the e-APP

] e-Apostilles signed with secure e-signature provides:
v" Integrity: e-apostillised document has not been changed

v Authentication: the identity of Competent Authority can be authenticated

v Non-repudiation: Competent Authority cannot deny signing e-apostillised
document later.

 E-apostillised document, can be shared throug REM system

among parties with legal validity
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Conclusions

 Both e-sign and REM could be applied to e-APP

 There is no obstacle to start e-APP in Turkey

 Technical and legal framework for E-sign and REM is convenient
for e-APP in Turkey

O Compliance with European Union legislations (as a candidate
member state)

O Compliance with international standards (ETSI, ISO, RFC)
 ICTA is ready for cooperation

d CSPs could be coordinated

 Works could be carried out to accept foreign e-certificates in Turkey
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